Abuser Stories
How we embedded a security mindset within our company
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Don’t worry
My slides will become available
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https://www.linkedin.com/in/jimvdwaal/

Who am I?
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Me @ bol.com
The last 4 years

*Information Analyst
*Scrum Master
- IT Project Manager

- Product Owner
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The shop for everyone
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Where is bol.com now?

>€1.5

billion in revenue

> 95%
brand
awareness

>100.000

orders per day
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The growth
And the security challenge it brings

€ IN MILLIONS
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IT-Security @ bol.com

Our journey
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In tf early days
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Relative cost to fix, based on time of
detection
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Becoming Agile
In security
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The development process
A simplified visualisation

Business Product Information Engineers Tester
Analysts Owner Analyst

Information
Analysis

Business
Analysis

Development Testing
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The development process
A simplified visualisation
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The development process
A simplified visualisation
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Thinking like a hacker

As a successful strategy

.....
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Developers write code, analysts write user stories.

Hackers write hacks, analysts write abuser stories.
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User stories
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User stories

AS 7 CUSTOMEY

‘ Wav\,t....
<Sp that....
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Abuser stories

AS A NACREY
‘ Wav\,t....
<Sp that....
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Inventory forecast
Example process i,’

\U/ Prtc));isukcettin ﬁ Checkout
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Inventory forecast

Example process
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Inventory forecast
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The development process
A simplified visualisation

Business Information Development Testin
Analysis Analysis P 5
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Adopt this new way of thinking
By giving workshops

As bol.com
L want....
So that....
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The result
Did it actually help?
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The result
Agility
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The result

Ownership
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The result

A very big security team.
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Lessons learned
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Abuse your stories
Do It Yourself!

As A NACREY
‘ Wav\,t....
<Sp that....
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Thanks!

till next bol.com

Jim van der Waal
https://www.linkedin.com/in/jimvdwaal/
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Questions & Discu
Just ask

g T~




